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Abstract 
Dorsal hand vein biometric has been the driving force for many researchers lately. The latters have adopted several approaches 
for preprocessing the vein pattern, extracting its features and matching. Preprocessing steps play an important role in a biometric 
security system since it allows obtaining the features required for later stages.In line with this, the preprocessing steps of the 
dorsal hand vein pattern are being scrutinized in a view of procuringideal vein features. Recently more attention is being given to 
processing and matching stages of a biometric security system. It is therefore mandatory to investigate on the preprocessing 
factors that affect the performance of a biometric system. Thus, in this work, different preprocessing techniques are being 
investigated.A database of 500 images is considered for which same number of images and instances are used. Through 
experimentation, it is found that different techniques give different results which have an impact on the later stages. The result 
proves that a well-defined extracted vein pattern gives better performance and leads to a more secure biometric authentication 
system. 
© 2014 The Authors. Published by Elsevier B.V. 
Selection and peer-review under responsibility of Elhadi M. Shakshuki. 
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1. Introduction 
Passwords, Personal Identification Number (PIN code) and smart cards have been largely used by the public in 
the past for authentication purpose. However, these are being overtaken by biometric techniques where one’s 
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identity is verified by behavioral or physiological trait. Such popular biometric includes fingerprint, iris, hand vein, 
face recognition, voice recognition and others [1]. 
 
The popularity of adopting dorsal hand vein pattern as a biometric feature is gaining momentum. The network of 
blood vessels has characteristics like being naked to the eyes, immune to forgery, unique and distinct even for twins 
[2]. Researchers are striving hard to investigate and implement the various traditional stages of a biometric security 
system namely image capture, preprocessing, feature extraction and matching. The architecture of suchbiometric 
system is that each phase is dependent on the output of its precedent step.Different methods and techniques are being 
devised for each of the mentioned stages. Scientists have considered both near infrared and far infrared lights to 
capture the dorsal vein imagesthat are found beneath the skin. The preprocessing phase is a vital aspect in biometric 
authentication. The extracted vein pattern has a direct effect on the matching process and consequently on the 
performance of the biometric system. The challenges that are encountered when capturing vein images are hand 
orientation, illumination condition, distance between camera, placement of hand and position of the various light 
sources. These may affect later stages in the biometric system. Hence, it is important to attain optimal condition 
when capturing vein images as they may vary during enrolment and testing phase, thus causing differences in the 
pictures.  
 
Researchers have adopted several techniques in getting a well-defined outline of the preprocessed vein pattern. In 
[3], the authorshave applied histogram equalization followed by image binarisation, thresholding and hough 
transform to obtain a thinned vein pattern. Hand vein segmentation, noise removal, morphological operations, 
thinning and skeletonisation are conducted by [4]. Other approaches also consist of background subtraction from the 
captured image succeeded by thresholding, filtering, thinning and pruning [5, 6, 7]. In [8],a 5X5 mask for median 
and Gaussian filtering are adopted and precededby image normalization. The resultant image underwent local 
thresholding. Zhang and Suen [10]have used the thinning algorithm to obtain a thinned version of the vein pattern 
for easy matching. Researchers are working on the several parts of a biometric system namely image capture, 
preprocessing and processing. There is still more to explore to obtain a secure biometric system. 
 
The aim of this paper is to apply several preprocessing techniques to obtain definition of the vein pattern. The 
structure of the article is laid out as follows: Section 2presents the various preprocessing approaches that are 
implemented. The experimental results are illustrated in section 3 and section 4 concludes the paper. 
 
2. Proposed Methodology 
In this work, the dorsal hand vein images are captured using a digital camera and an infrared filter. The hand is 
made to hold a handle and a fist is made where the vein is best defined. The handle avoids any large possible 
translation or rotation.The images are taken from hundred persons, for each five varying instances are captured. 
Images are taken from subjects of different ethnic ground, gender and age group. 
 
After image capture, the features are extracted. Since some people have their veins concentrated on their upper 
dorsal hand while others at the lower level, thus cropping of the region of interest is not favored as it might lead to 
loss of important data.Instead, the whole captured images are considered. First the image is aligned to its Centre of 
Gravity (COG) as shown in Fig. 1 by using the techniques mentioned by Badawi [9]. 
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Fig.1. (a) Original image; (b) Resultant image after alignment by COG 
After completion of the ROI alignment, the resulting images are subject to other processes as illustrated in Fig. 2. 
 
 
Fig.2. Block diagram for preprocessing 
With respect to Figure 2 above, the ROI images underwent image normalisation where the pixel intensities are 
drawn into a desired range. To further enhance the image contrast, histogram equalization is used.The Contrast-
limited adaptive histogram equalization (CLAHE)is adopted in methods 1, 2 and 3. It proceeds by dividing the 
image into small segments where each region’s contrast is improved. For method 4 and 5, histeq function is 
employed. Subsequently, to retain the vein pattern, the image is thresholded. The purpose of thresholding is to 
separate objects in the foreground from the background. Filters are then applied to the images for noise removal so 
as to improve the clearness and quality of the vein structures.Firstly, a mask of 5X5 median filter which preserved 
the edges while eliminating noiseis used.Then, a low pass Gaussian filter with a standard deviation of 0.8 is applied 
to reduce the high frequency noiseand lastly, the remaining noiseis eliminated by applying a smoothing Wiener filter 
of mask 5X5 since it employs a pixel-wise strategy.Finally, the filtered image is then subject to the thinning process. 
A parallel thinning algorithm developed by Zhang and Suen [10] is employed to retain a thinned vein pattern to be 
used for later processing. 
 
These are the main steps that are followed to acquire the vein features required for the biometric security system. 
However, it is not always the case that the ideal features are extracted which consequently has an impact on the 
matching phase. For experimentation, the parameters for histogram equalisation and adaptive thresholding have been 
changed to analyse the impact that it will have on the later stages of the biometric security system. Hence, the 
different schemes are hereby scrutinised. 
 
2.1. Using CLAHE followed by mean-C adaptive thresholding 
The first experiment is tested by using mean-C adaptive thresholdingwhere C is given aconstant value of 0.02 
and the mean is set to 0.Likewise, all pixels that lie along the margins are assigned to the background. The 
figurebelow, Fig. 3, shows the preprocessing result. 
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Fig. 3. (a) Normalised image; (b) Histogram Equalisation by CLAHE; (c) Adaptive threshold by Mean-C; (d) After filtering; (e) Thinning 
2.2. Using CLAHE succeeded by median-C adaptive thresholding 
In the second test, median-C adaptive thresholding is conducted with the same value of C as given above and the 
median is set to 1. Fig. 4 depicts the results. 
 
 
Fig. 4. (a) Image normalisation; (b) Histogram Equalisation by CLAHE; (c) Adaptive threshold by Median-C; (d) Filtering; (e) Thinning 
Both method 1 and 2 proceed by subtracting the original image from their respective mean or median image 
followed by thresholding the resultant image with C and finally inverting the thresholded image. 
 
2.3. Using CLAHE followed by Wellner’s adaptive thresholding 
The third experiment is implemented by using Wellner’s adaptive thresholding. It thresholds an image using a 
threshold that is varied across the image relative to the local mean, or median, at that point in the image. Fig. 5 
illustrates the output of this experiment. 
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Fig. 5. (a) Image normalisation; (b) Histogram Equalisation by CLAHE; (c) Adaptive threshold by Wellner’s; (d) Filtering; (e) Thinning 
2.4. Using histeq as histogram equalization succeeded by adaptive threshold 
This approach uses matlab’s histeq function to conduct histogram equalization for contrast enhancement followed 
by adaptive thresholding of the resultant image. Results are as shown in Fig. 6. 
 
 
Fig. 6. (a) Image normalisation; (b) Histogram Equalisation by histeq; (c) Adaptive thresholding; (d) Filtering; (e) Thinning 
2.5. Using histeq as histogram equalization followed by Wellner’s adaptive thresholding 
In this method, histeq function isagain applied to conduct the histogram equalization which is then succeeded by 
Wellner’s adaptive thresholding. Fig. 7 displays the outcomes. 
 
 
Fig. 7. (a) Image normalisation; (b) Histogram Equalisation by histeq; (c) Adaptive thresholding by Wellner’s; (d) Filtering; (e) Thinning 
In the next section, the performance of the preprocessed images is analysed. 
3. Experimental Results 
To investigate on the performance of the biometric system, features are extracted and represented. For the feature 
extraction phase, coordinates of the white pixels representing the veins are extracted and stored in matlab’s default 
file where data in each column represents an image.In this type of system, special attention should be given to the 
dimension of the coordinate matrix so as to keep consistency for further processing. This strategy is applied to all the 
above mentioned methods 1, 2, 3, 4 and 5 and same instances of images are tested for all the various approaches. 
Euclidean distance is then calculated for matching a query image against a template database. If the queried distance 
is less than the set threshold value, it is considered to be a genuine user else an imposter. 
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The performance metrics, false acceptance rate (FAR) and false rejection rate (FRR) are used. False acceptance 
rate refers to the total number of unauthorized people getting access to the system over the total number of people 
attempting the system. False rejection raterefers to the total number of authorized people being rejected access to the 
system over the total number of people attempting the system [5, 6, 7]. FAR and FRRare determined by matching 
the vein patterns at various threshold values. The optimal value is obtainable where the genuine scores intersect with 
the imposter scores. Table 1 below compares the preprocessed images obtained from the several tests which are 
piloted. 
 
Table 1.Comparison table for the preprocessed vein images 
Method Preprocessed dorsal vein Images 
1 
 
2 
 
3 
 
4 
 
5 
 
 
From the above table, a well-defined and connected vein shape is depicted in method 1 and 3 than the others. To 
ensure whether this kind of vein images provide better security than the others, genuine and imposter scores are 
generated for all the alternatives using same instances. Table 2 and 3 shows the results of FAR and FRR values for 
the different methods respectively. 
 
Table 2.False acceptance rate for the various methods 
Threshold Values Method 1 Method 2 Method 3 Method 4 Method 5 
3000 - - - 0.100 0.005 
3500 - - - 0.275 0.120 
4000 - - - 0.500 0.605 
4300 0.958 0.115 0 0.315 0.855 
4500 0.865 0.220 0 0.805 0.970 
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5000 0.450 0.670 0.100 1 0.995 
5300 0.195 0.905 0.385   
5500 0.055 0.995 0.610   
 
Table 3.False rejection rate for the various methods 
Threshold Values Method 1 Method 2 Method 3 Method 4 Method 5 
3000 - - - 0.335 0.500 
3500 - - - 0.235 0.460 
4000 - - - 0.215 0.205 
4300 0.480 0.435 0.395 0.100 0.060 
4500 0.445 0.365 0.380 0.090 0.025 
5000 0.195 0.125 0.305 0.030 0.010 
5300 0.09 0.05 0.08   
5500 0.03 0.02 0.150   
 
Since there are variations in the images preprocessed by the various techniques, it is likely possible for the 
optimal threshold value to differ in each method. Thus, in order to know which approach is more reliable than the 
other, Equal Error Rate (EER) is calculated for all the schemes.EER is the value at which FAR is equal to FRR and 
this is displayed in Table 4. 
Table 4.Equal Error rate for the various methods 
 Method 1 Method 2 Method 3 Method 4 Method 5 
Equal Error Rate (EER) 0.054 0.314 0.214 0.240 0.340 
 
Studies have shown that the lower the EER value, the higher the accuracy and the more secure a biometric 
security system is. Hence, Table 4 shows a range of EER values that are acquired for the different methods based on 
the variations of the preprocessed techniques. Method 1 has proved to be more secure and reliable followed by 
method 3 then method 4, method 2 and lastly method 5. Therefore, it can be deduced that the more vein patterns are 
extracted and the more they are connected to each other, the higher is the security of the biometric system. 
4. Conclusion 
In this paper, various preprocessing methodsare applied on dorsal hand vein patterns. After extraction of the vein 
features, it can be concluded that a well-defined vein shape with hardly any broken vein pattern produces better 
results than the others. Unconnected and absent vein patterns leads to loss of important data and consequently have 
an impact on the performance of the biometric security system. Results obtained are encouraging and this paper has 
proved that the more the vein patterns are connected and extracted, the much reliable, secure and accurate the 
biometric system is. This study is important since researchers can concentrate on the later stages of a biometric 
system by just applying the chosen preprocessing methods. 
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